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1 Basic cryptography concepts
2 Information storage security

L ®E P 3Data integrity and authentication
4 End-to-end secure communications
5 Fundamentals of digital forensics
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1 Basic cryptography
concepts: Concepts of
information security and
cryptography

2 Basic cryptography
concepts: Mathematical
background Basic
cryptography and
Historical ciphers

3 Basic cryptography
concepts: Symmetric
(private key) ciphers

4 Information Sstorage
security: Disk and file
encryption and Data
erasure

5 Information Sstorage
security: Data masking
and Database security

6 Information storage
security: Data privacy
preserving and Data
security law

7 Data integrity and
authentication:
Authentication strength
and Password attack
techniques

8 Data integrity and
authentication: Password
storage techniques and
Data integrity

9 End-to-end secure
communications: Trust
and Trustworthiness, AKE
/ AKA

10 |End-to-end secure
communications: Secure
Communication Protocols

11 End-to-end secure
communications: Access
Control

12 |End-to-end secure
communications:
Cryptanalysis

13 |Fundamentals of digital
forensics: Introduction
to digital forensics,
Investigatory process

14 |Fundamentals of digital

forensics: Acquisition
and preservation of
evidence
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15 |Fundamentals of digital 3
forensics: Analysis of
evidence Fundamentals of
digital forensics,
Presentation of results

16 |Final Exam |3

17 |Final Presentation and|3
Discussion

18 |[Final Presentation and 3
Discussion
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